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I.0  Background

As part of the process of preparing the Internal Audit work plan in 2001, a risk assessment exercise was carried out under the direction of the Accounting firm of Arthur Andersen Lagos, Nigeria.  This exercise was done with some selected members of IITA’s Management team to ascertain the concerns they might have on specific aspects of the Institute’s business.  The result was the listing of risks to the Institute collated in a risk register and the identification of auditable activities for 2001.
 The Board, at its meeting, February 2006, decided that a risk management mechanism be put in place.  This required that a Risk Management Committee be constituted. The Internal Audit, in line with the decision, organized an enlightenment seminar on the subject at three of the Institute’s major locations (Ibadan, Cotonou, and Yaounde) between March and November 2006, with a resource person drawn from the CG’s Internal Audit Group.  This was followed by a preliminary risk assessment exercise based on responses to a number of issues identified by the Internal Audit Unit. The result of this initial effort was presented to the Audit Committee of the Board at its meeting, August 2006.

2.0. Current Efforts

With the establishment of a Risk Management Committee by Management in August 2006, activities commenced designed to give ownership of risk identification to individual Units.  Templates were sent to Unit heads for use in identifying risks associated with their Units’ operations.  They were to rank these issues in terms of their likelihood of occurrence (High, Moderate, or Low) and the severity of any impact on the attainment of the objectives of the Institute   (High, Moderate, or Low).   Respondents were also required to state what their Units were currently doing about the risks they had identified and what additional steps were required from Management to reduce the severity of the impact, should the risks occur.   

The Committee working through its Executive subcommittee then analyzed and categorized the identified risks into the following: 


High likelihood/High Impact (HH)


High likelihood/Moderate Impact (HM)

High likelihood/Low Impact (HL)

3.0 Major risks identified

This report focuses on issues identified as having a high likelihood of occurrence and a high impact on the Institute’s operations, should they occur. The table below includes sections on the current action(s) being taken on these issues and further action(s) required from Management.   

3.1 Research and Development 
3.1.1Uncontrolled/wilful introduction of pests accompanying germplasm/planting materials not known to occur in locations where IITA operates   


This would result in crop losses and a possible yield reduction of 80 to 100 percent.  

3.1.2 Loss of unique germplasm

Fire, theft, flood, temperature fluctuation, introgression, biological development, country instability, etc., may lead to the loss of unique germplasm. 

3.2 Information and Communication Technology 
3.2.1 Loss of electronic data/information erosion on network (viruses, faulty system, etc.)

Losses could prevent the Institute from achieving its research and development objectives.  

3.2.2 Inadequate IT solution delivery/failure of critical IT hardware/software
These could lead to delay and denial of service, inability of users to perform required tasks, hence a loss of productivity by end users and possibly their inability to attain objectives. 

3.2.3 Internal/External cyber attacks
These may lead to a denial of service to end users and the loss of electronic information and investments.

3.2.4 Continuity of external support/service providers
Hardware and software require continuous external personnel support for upgrading and maintenance; non-availability could result in a loss of problem- solving capacity, reduced capacity for maintenance, and the absence of necessary upgrades.

3.2.5 Recruitment, training, and retention of skilled/qualified IT personnel
Ability of the IT units to support Institute operations could be hindered by the exit of expensive-to-train IT professionals.

3 .3 Finance
3.3.1 Significant and sudden donor contribution cutback
This could result in a reduction/lack of funds for research and research support activities, i.e., inability to maintain facilities.    

3.3.2 Unauthorized electronic fund transfer
This could result in a loss of funds, and a lack of or a reduction in available funds for research and research support activities; IITA’s goodwill, integrity, and reputation would be compromised. 

3. 4   Procurement services
3.4.1 Long periods required for consolidating overseas procurement 

Delayed container consolidation could result in inability to provide urgently required research and operational materials, hence to delayed attainment of project targets/deliverables.

3.4.2 Fraud/corruption and dishonesty of purchasing staff
Scarce Institute resources could be misappropriated on non-Institute activities. The supply of substandard goods would lead to non-attainment of project targets and milestones.
3. 5  Human resources   
3.5.1 Absence of procedures and operational guidelines on HR policies
This might result in inconsistencies in the application of policies, distrust of the entire recruitment process, and low employee morale.
3.5.2 Inability to attract and retain highly qualified and skilled staff 

Remuneration that is not economically competitive and a lack of a conducive work environment could make it difficult for the Institute to attract and maintain key staff. 
3.5.3 Lack of effective communication between management and staff

This could lead to adverse publicity and comment, industrial crises with the disruption of work activities, violent demonstrations and destruction of property, and an attack on Management by affected staff.  

3.5.4 An outbreak of any pandemic (e.g., SARS, Avian Flu.) 

An outbreak of any pandemic with no readily available vaccine could be devastating for the Institute’s staff.  UN Standards require that organizations store enough vaccine for 30% of staff and dependants. However, compliance with this may overstretch Institute’s finances. 

3. 6 Security
3.6.1 Fire outbreak
This could endanger lives, property, documents and records, data/information, vital installations, etc.   

3.6.2 Risk of armed robbery/bandit attack on IITA campuses/stations/offices 
This might put lives, property, and operations at risk; armed attacks on Institute staff and visitors on the field, in transit, or at other locations could damage the reputation of the Institute and make it a less attractive employer.   
3.6.3 Political unrest and social instability in host countries 

Staff mobility, fuel and gas sources, and operations would be disrupted; lives might be lost and property destroyed.   

3 .7 Physical Plant Services 
3.7.1 Failure of critical Infrastructure (electricity, central and single air conditioning units, etc.)

This could result in the loss of critical germplasm storage systems; information technology equipment that needs to be maintained within a narrow temperature range would perform poorly.

3.7.2 Natural calamity (earthquakes, flood, etc.)   

This could lead to the loss of life among guests and staff, loss of property, loss of vital installations, and information, and destruction of telecom equipment, in locations prone to such calamities.                                  

3.7.3 Contamination of potable water   

This would pose health hazards to staff and the disruption of the water supply to offices, research fields, and residences.   

3.7.4 Chemical spillage   

This constitutes a health hazard and could lead to the contamination of water sources, damage to crops in the field, plus the attendant distortion of research results.   

3.7.5 Long-term power failure at Institute’s locations   

Apart from the non-availability of electricity, 75% of living quarters and offices would be without air-conditioning and single generating sets at stations and locations might become overstretched.                                         

4.0 Major Risk and Required Actions  

	
	Risk
	Current  Efforts
	Additional Efforts Required

	
	
	
	

	4 1   Research and Development

	4.1.1
	Release of non-certified germplasm materials to NARS and uncontrolled/wilful introduction of pests accompanying germplasm/ planting material not known to occur in the locations where IITA operates.  


	Germplasm data are currently backed up once a week.

We currently have an efficient Germplasm Health outfit at Ibadan that certifies the release of germplasm to NARS. 
	We need to consider having skeletal Germplasm Health Units in major IITA stations to assist NARS to test imported materials  and conduct field inspection and certification.  

	4.1.2
	Loss of unique germplasm to fire, theft, flood, temperature fluctuation, introgression, and biological development. 

	Germplasm is currently duplicated at other locations; there are regular checks in the gene bank, electronic thermometers monitored at regular intervals are installed; access is limited to only Unit staff and there is restricted access to the in-vitro gene bank. 


	We need to accelerate the development of crop specific storage guidelines.

	4.2  Information and Communication Technology

	4.2.1
	Loss of electronic data /information erosion on network (virus, faulty system…)


	Germplasm data are backed up once a week and daily (Monday to Friday) a complete (cold) backup of applications and their database is made to tape. In addition, the databases are backed up daily to disk at midnight. At the end of each month there is also a backup to tape of the operating systems on all servers. 

	Provision of special funds to facilitate continuous implementation of required steps such as the construction of fire-proof safes for storing back up media and securing the server room as well as access to the rooms housing the IT equipment. 
Every site needs to have one Disk array plus tape backup. Disk arrays have come down in price, and are an alternative to tape for certain types of backups.    

Emails need an additional backup mechanism as the information stores are too large to restore in a single day.    

Implementation of the Enterprise Security and Business Continuity (ESBC) Plan which requires that IITA Management:   

i) Builds an on-site replication facility in which resources equivalent to those of the production site are provided. This would physically serve as both a test environment and a recovery/backup site, which could take over operations should the production site fail.                                              

ii) Builds an off-site backup/recovery facility in another IITA Station. Should political or other extreme events force IITA to relocate or to leave Nigeria, such a site would enable IITA IT services to keep running while all the re-organizations and relocations are taking place. 

iii) Identifies critical resource data at all sites and examine strategies for secure backups.    

	4.2.2
	Inadequate IT solution delivery / failure of critical IT hardware/software
	Developing ‘add-ons’ and ‘workarounds’ to take care of needed functionalities not delivered by the standard product.

We keep adequate spares for critical parts such as hard disk drives, internal memory (RAM) and accessories. We test our backups from time to time to ensure the integrity of backed up data.  We keep a cold standby server ready to take over should the main (production) server fail. 


	Ensure that a technical committee of qualified persons (including consultants, if need be) can source for, evaluate, and recommend appropriate and cost-effective solutions.  
  

	4.2.3
	Internal/external cyber attacks


	IITA has deployed a firewall to control access into the network from outside the LAN. External connections come in via a proxy server which is configured to block external attacks. The anti-virus system is continually updated, and the most current version of the anti-virus program gets automatically loaded on to user PCs at every user login.                                                                Internally, most applications allow only valid users to log in with username and password. User roles and responsibilities are assigned on a need basis – users are given just enough roles/responsibilities to do their jobs effectively.


	Provision of special funds for the purchase of required software and hardware.   Reduce or remove  capital budget constraints for IT equipment.
Continually seek to improve on firewall technology; and ensure continual update of the virus and worm checkers via the purchase of required software and equipment.     



	4.2.4
	Continuity of IT external support service provider


	Our installed Oracle applications are under licence and support maintenance with Oracle Applications. Our new Sun Fire V440 server from Sun Microsystems is still under warranty. We also have a service agreement with Data Designs Laboratories for the maintenance of our (industrial) line printers.   

   
	Provide a standby machine of similar specification in case of breakdown by the production server.

	4.2.5
	Recruitment, training and retention of qualified/skilled IT personnel


	IT positions in IITA are placed in the same grouping as other staff without taking due cognizance of the peculiarity of their training, skills, and marketability.  This has cost the Institute, the loss of several highly trained and skilled IT staff to competition and has placed a better and higher premium on the value of skilled IT personnel. 

 
	Management needs to review the Personnel Establishment to recognize the price of IT professionals in today’s global market. The remuneration package must accord IT personnel the incentive and motivation to want to remain with the Institute after acquiring expensive technical skills.  

	4.3 Finance

	4.3.1
	Significant and sudden donor contribution cutback


	Judicious spending of core funds and transparent financial reporting, cutting all areas of waste; efficient and effective resource management tools are currently employed.  
	No further action required for now.

	4.3.2
	Unauthorized electronic fund  transfer

 . 


	Functional controls are in place, e.g., at least two Managers are involved in transfers along with other lower level Treasury unit staff. Follow-ups are made with bank and transferee for confirmation.          
	As above.

	4.3.3
	Loss of cash and IITA’s goodwill, integrity, reputation, and name                                                                               

	Functional controls are in place, e.g., at least two staff members are involved in daily cash position/unused cheque leaflet verification, i.e., a Manager and an officer. We emphasize the use of checks and drafts to transact business.     
	As above. 

	4.4  Procurement services

	4.4.1
	Long period of consolidating overseas procurement
	A major initiative has been started by the newly hired international consultant. The name of the Unit was changed to Supply Chain and the head now has oversight function of all the processes both in Africa and over Lamborn in UK. Trainings have been lined up which will reduce, if not, eliminate the risks.
	For now no further action is required.

	4.4.2
	Fraud/corruption and dishonesty of purchasing staff


	The initiative above will over a short period reduce this risk.
	 As above

	4. 5   Human resources  

	4.5.1
	Efficiency –Lack of uniform application of procedures and operational guidelines of HR policies


	Review current and previous practices to establish revised  operating guidelines and workflow processes

Proper documentation of all changes in policies and directives, and prompt communication of such revisions to all staff  
	Periodic review and monitoring of the validity, appropriateness, and applicability of action. 

	4.5.2
	Inability to attract and retain highly qualified /skilled personnel. 


	Regular review of salary and benefits currently annually for nationally recruited staff

Compensation benefit survey is carried out every 2-4 years for IRS.
	Compensation should be made to become more competitive.

	4.5.3
	Lack of effective communication between management and staff


	Current efforts includes regular meetings with representatives of staff associations, and Staff Association executives are given unfettered access to the Personnel Manager and Employee Services Manager (PM, ESM) up to the level of HRM and DDG-Support.
	DG or DDG-S should meet with staff once or twice a year to inform staff on the Institute’s finances and answer relevant questions from staff.



	4.5.4
	An outbreak of a pandemic (e.g., SARS, Avian Flu, etc.) 


	The clinic currently stocks a few pieces of anti-viral agents and personal protective gear. Available stock is well below the recommended levels..  
	Availability of special funds that could be used to purchase a reasonable quantity of WHO’s recommended ant-viral agents for treatment and personal protective gear.   Identification of top class, reliable medical facility in each station/location in case of such emergency.

	4. 6   Security


	4.6.1
	Fire outbreak


	There is fire insurance cover for Institute assets. There are fire alarm systems at critical points. Training on steps to be taken in case of fire is routinely conducted.  There is regular servicing of fire extinguishers, annual fire and building evacuation drills/seminars are conducted on fire prevention.    
	 Extend the campus fire hydrants systems to areas not yet covered. Funding for fire equipment upgrade is required.  Develop short pamphlets on fire drills and evacuation at I-house.  


	4.6.2
	Armed incursion into IITA campuses, stations, and offices                                              


	Currently there is strict access control; two armed mobile police officers each are deployed on campuses in Nigeria. Additional armed police backup is available from the IITA police post.  
	Closed circuit cameras need to be installed in strategic areas to complement the security guards.  Installation of alarms (siren) at strategic places on campus/stations for emergencies, regular security patrol of the campuses/stations, and deployment of guards on 24/7 basis backed with communication radios are desirable.              



	4.6.3
	Risk of armed robbery/bandit attack on the Institute’s staff and visitors on the fields, in transit to airports or other locations  


	Armed escorts are obtained for IITA vehicles travelling within Nigeria.

Staff/visitors are constantly reminded to avoid standing alone at bus stops while waiting for transport and should not carry important documents, e.g., passports and tickets in public transport.

Security alerts are issued to staff from time to time.
	The Security Manager should recommend appropriate strategies to reduce this risk.             

	4.6.4
	Political unrest and social instability in host countries 

 
	IITA Nigeria is included in the UN Security arrangement.  Requests have been sent for the same facility to include all stations/locations where IITA operates.  Currently, Ibadan maintains a large fuel storage facility to guarantee operations for at least 4-6 weeks.  We fill this up regularly.

An application has been submitted to the UN Security Office in New York for the inclusion of IRS in the UN Security arrangement on a world-wide basis.  Pending approval of applications sent to the UN offices, IRS in each station should make it a point of duty to inform the OIC and Station Administrator of their movements/travels.


	Need to develop an advanced internal security system and work out with UN agency and national governments a contingency evacuation plan in case of such disturbance.



	4 .7   Physical Plant Services (PPS)

	4.7.1
	Failure of critical infrastructure (power equipments and UPS) 


	 Backup generator sets, inverters, and UPS units are provided in each station;   adequate cooling is provided in equipment rooms. A single unit is no longer adequate to cool the server room at Ibadan; therefore, a third A/C unit is being installed as a cold standby in case one fails.  
	 Backup generator sets should be provided at   IITA locations.


	4.7.2
	Natural calamity ( earthquakes,   flood etc., )   


	Proactive preventive maintenance of the 40 year old building is being done. Vital information/data are backed up regularly.    
	Guidelines and monitoring system on information, security, and safety should be carried out by an independent agency.
We need a safety audit of the building structure, and present practice and processes.   

	4.7.3
	Contamination of water source and/or potable water 
	The Physical Plant Services unit (PPS) at Ibadan ensures safety of water at Ibadan, by closely monitoring the water treatment process.  Essential parameters in treated water such as pH, color, odor, turbidity, TDs, calcium and mineral content are checked continuously every day at the laboratory in the water treatment plant. A test for micro- organisms is done regularly at the microbiology laboratory on water samples taken from four different locations within the campus water supply network. The 25 year old GI pipes at Ibadan are being replaced under the upgrade plan. 


	 Nothing more required.


	4.7.4
	Chemical spillage   
	Adequate training is given to staff on safe handling of hazardous chemicals by the Safety Committee. An adequate mechanism exists for chemical disposal outside IITA campus through government-certified agents. 


	Upgrade training programs designed for staff by Institute’s Safety Committee.

	4.75
	Long-term power failure at Ibadan. and stations.    
	Standby power is available through main generators which are maintained at peak operating condition by experienced and skilled in-house staff at Ibadan. There is a generating set at most of the stations.

	Introduce energy-saving plans such as solar lighting  to reduce dependence on electricity and generating sets.


Committee Membership:
R. Abaidoo R4D Ibadan  (Chairperson)

A. Arega  R4D Malawi

K. Hell      R4D Cotonou
S. Hauser  R4D DR Congo

F. Oyango R4D-S Tanzania
M. Ayodele R4D Ibadan

S. Mazundar R4D-S Ibadan

J. Scott  R4D-S Ibadan

W. Quader R4D-S Ibadan

A.Ohanwusi R4D-S Ibadan  (Secretary)
A representative each from Finance and Communication
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